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Entangled Mentality: Ethical Concerns of Brain-Computer Interfaces

Have you ever imagined what life would be like if our brains are able to be attached to
a computer? You have probably seen in a film that a man is wearing a tremendous
metallic helmet which is connected to a terrifying number of wires and tubes. This
cyberpunk scene, once confined to science fiction, is now becoming a reality. With the
journal Nature Electronics announced the Brain-Computer Interfaces (BCls) as their
technology of the year in 2023, BCIs are flourishing in the laboratories all over the
world. You may have heard of Neuralink, the BCI technology company established by
Elon Musk. In fact, Neuralink is already soliciting volunteers to participate in their
clinical trial for their first BCI device. Other than Neuralink, tens of unicorn companies
are rushing into the research of BCls.

In previous studies, the challenges of this new technology have been examined,
indicating the huge impact BCIs might exert on human society (Maiseli et al., 2023).
This article first presents a brief review of the development and applications of BCls,
followed by a detailed discussion on potential ethical and legal issues which might arise
along with the BCI technology. To address these challenges, the article proposes a range
of solutions.

Brain-computer interfaces, as the name suggests, are the technology that facilitate the
interaction between human brain and the machines. Early attempts to collect and
analyze human brain signals began in the last quarter of the 19th century (Stone &
Hughes, 2013), but it is only in the past decade that the field has been flooded with
breakthroughs. Moreover, combined with deep brain stimulation (DBS) technology,
BCIs are not limited to merely analyzing brain signals; they can also influence and
directly stimulate them. Complex brain activities concerning emotions and cognitive
process are essential aspects of human existence (UNESCO, 2023). Being able to
capture and manipulate the human brain, BCIs are capable of achieving what beyond
our imagination. The medical function is undoubtedly a priority in the application of
the BCIs. BCls can enable individuals with disabilities to control artificial limbs or to
communicate through thought. In the world of entertainment, BCIs hold great promises
to provide each consumer with unique experiences based on their neural signals
(Steffen & Orsolya, 2020). With sufficient funding and high research enthusiasm, BCIs
are expected to reach commercialization in the near future, extending their application
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across various domains.

All technologies have their pros and cons, and BCls are no exception. With the rapidly
advancing development of this technology, which is intimately connected to the human
mind, we are obliged to fully investigate the implications of this brand-new technology
on human society. Similar to other bio-technologies, BCIs are having a profound impact
on what it means to be a human, thereby challenging the moral and ethical compass of
human society, as well as the legal frame which can only set restraints on existing
technologies.

When it comes to monitoring our neural activity, the privacy problem stands a prior
concern. Imagine how it feels to have your diary read by someone else, being monitored
by a BCI is thousands of times worse. BCIs may potentially deprive us of our mental
privacy, collect our neural data without our permission. Neural data, or personal brain
data, are data containing information about the brain structure and working pattern.
According to UNESCO (2021), a great amount of neural data are generated by our brain
unconsciously, which can be collected by BCI devices without our knowledge,
implying the fact that we are losing our mental privacy without even realizing it. This
leakage of neural information may cause discriminatory practices. Like hepatitis B
patients, people who are subconsciously depressed or violent can also be discriminated
against in the workplace, making it harder for them to find work. The current legal
system is inadequate in preventing large companies from infringing on citizens’ privacy
(Sampson, 2021). The inexplicable nature of the human mind makes it even harder to
clarify and therefore regulate the practice of intruding individual’s mental privacy.

The acquisition of detailed information about one’s thoughts also means a more
profound understanding of behavior patterns and deep desires. Take a comparison
between the recommendations on your social media with those of your friends, you will
be amazed at the power of big data. Yet the current recommendations are merely based
on your past behaviors. Presume that your brain activities, including subconscious
feelings, are at full exposure to the BCls, and these data are transmitted to third-party
companies, then you will be trapped in the information cocoon woven by big companies
for good. Under such circumstances, no decision can be free from influence of BCls,
which significantly undermines human autonomy, which refers to the ability to perform
self-directed action without suffering from exterior interference (Beauchamp &
Childress, 2001, p. 101). Another term closely related to autonomy is informed consent.
The article 6 of the Universal Declaration on Bioethics and Human Rights by UNESCO
(2006) states that “Any preventive, diagnostic and therapeutic medical intervention is
only to be carried out with the prior, free and informed consent of the person concerned,
based on adequate information.” Due to the entangled nature between human mind and
BClIs, there are challenges applying the principle of informed consent to the BCI
technology as the risks and benefits of this newborn technology are still in assessment.
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Equity and justice are the eternal pursuit of human society (Li, 2011). The disparity in
wealth leads to differences in BCI accessibility, thus posing additional challenges to
social justice (UNESCO, 2021, p. 61). This issue grows even more serious if the
original medical-oriented BCIs are used for cognitive enhancement. For example,
transcranial direct-current stimulation (tDCS) is a technology used to restore cognitive
function in people with Alzheimer’s disease and depression (Majdi et al., 2022).
Combined with tDCS, BCIs are potentially capable of reinforcing the cognitive
function of healthy people. As Mirza and colleagues (2019) pointed out, the rich will
undoubtedly have the advantage in obtaining such service, while the poor hardly have
chance to do so. This may result in differences in academic and career success and
exacerbate the situation of class solidification. Therefore, ensuring equitable access to
BCls is crucial to prevent the exacerbation of social inequalities.

New technologies give rise to new modes of production and generally lead to the
development of productivity forces. We should always embrace new technologies
which can bring progress to humankind. However, before we release new technology
from the laboratory, we must fully assess its possible impact on the society and
adequately respond to it. Consequently, measures must be taken in the application of
new technologies to promote social equity and justice, so as to maximize the overall
well-being of human race. In response to the problems mentioned above, we propose
some feasible solutions here. Currently the development of BCls is still in the early
stage and no unified standard for the industry is established. Therefore, the first task is
to set up special regulatory agencies in order to implement effective supervision and
unified management. Secondly, a core element to ensure the healthy development of
BCI technology is transparency (UNESCO, 2021, p.74). These data are deeply related
to the mental privacy and thus should in no circumstance be transmitted to a third-party
corporation or organization without the fully awareness and consent of the user. Another
important measure to take is to confine the function of BCIs. While BCIs possess the
capacity to influence an individual's neural activity, it is imperative to prohibit their
application in this manner due to the inadequately researched nature of the potential
consequences. The use of BCIs should be restricted exclusively to therapeutic
applications, analogous to the regulatory approach adopted for gene-editing
technologies, thereby prohibiting their utilization for enhancement purposes. By
imposing such functional limitations, the issue of unequal accessibility to BCIs would
be mitigated, as cognitive enhancement would not be permitted.

In the previous discussion, we have explored the rapid development and broad
applications of the BCI technology. The ethical and legal issues related to BCls are
carefully examined, including invasion of mental privacy, violation of autonomy and
informed consent, as well as the equitable accessibility. In order to respond to these
concerns, we proposed several solutions. By establishing special regulation agencies,
ensuring transparency in BCI operation and limiting the enhancement function of the
BCI devices, we can minimize the potential problems that might result from the BCI
technology and promote social equity and justice. The development of BCI technology
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marks great progress in human’s knowledge of our neural system. It is foreseeable that
this technology will profoundly change our way to engage with the real and digital
world. It is our common hope that such new technology can bring benefits to humanity.
In this entanglement between human mind and the machine, we must preserve our
mental integrity and independence. Let's embrace this future, steering technology
towards progress of human society.

(Word count: 1481)
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